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ABSTRACT

Money laundering and terrorism financing are serious and internationally emerging issues that
must be approached and confronted at European Union level. The latest terrorist attacks and periodic
banking scandals highlight the necessity for additional attention in this particular direction. In regard
to the internal EU market, financial flows are integrated and trans-border by nature, thus funds can
circulate rapidly, from one country to another, offering the possibility to perpetrators and terrorists to
transfer money across Member State avoiding detection by authorities. This specific situation generates
the necessity to identify and understand the particular ML/TF risks generated by services and products
offered within the EU economic and financial ecosystem. In order to ensure an efficient mechanism for
identifying the ML/TF risks associated with the products and services provided on the territory of
European Union, the 4AMLD provides the obligation of the EU Commission to perform once in two years
the so-called European Union Money Laundering and Terrorist Financing Supranational Risk
Assessment. Since 2017 two supra-national risk assessments were carried out and the final results are
used by Member States to monitor the evolution of risks at Union level and to implement the necessary
recommendation for ensuring a proper minimization of threats and vulnerabilities at the national level.
This paper aims to analyze, understand and compare the main outcomes of the two assessments, namely
the identified risks and their links with vulnerable sectors, as well as the evolution or devolution of
certain risks as a result of mitigation measures applied by EU Member States. Another task of this article
is to provide additional recommendations in terms of mitigating measures and efforts, which must be
taken into account by Member States.

Keywords: risks, money laundering, financial services, threats and vulnerabilities, customer due
diligence, beneficial owner.

Spdlarea de bani si finantarea terorismului sunt probleme serioase, care apar la nivel
international, dar care trebuie abordate si confruntate inclusiv la nivelul Uniunii Europene. Ultimele
atacuri teroriste si scandaluri bancare periodice evidentiazd necesitatea unei atentii suplimentare in
aceastd directie. In ceea ce priveste piata internd a UE, fluxurile financiare sunt integrate si
transfrontaliere, prin urmare, fondurile pot circula rapid, dintr-o tard in alta, oferind posibilitatea
autorilor si teroristilor de a transfera bani in statele membre, evitdnd detectarea de cdtre autoritdti.
Aceastd situatie specificd genereazd necesitatea identificdrii si intelegerii riscurilor specifice ML/TF
generate de serviciile si produsele oferite in cadrul ecosistemului financiar si economic al UE. Pentru a
asigura un mecanism eficient pentru identificarea riscurilor de ML/TF asociate cu produsele si serviciile
furnizate pe teritoriul Uniunii Europene, 4AMLD prevede obligatia Comisiei UE de a efectua o datd in doi
ani evaludrile riscurilor supranationale pentru spdlare si finantare a terorismului in conformitate cu
criteriile UE. Din 2017 au fost efectuate doud evaludri de risc supra-national, iar rezultatele finale sunt
utilizate de statele membre pentru a monitoriza evolutia riscurilor la nivelul Uniunii si pentru a
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implementa recomandarea necesard pentru a asigura o minimizare adecvatd a amenintdrilor si a
vulnerabilitdtilor la nivel national. Acest articol isi propune sd analizeze, sd inteleagd si sd compare
principalele rezultate ale celor doud evaludri, respectiv riscurile identificate si legdturile acestora cu
sectoarele vulnerabile, precum si evolutia sau devolutia anumitor riscuri ca urmare a mdsurilor de
atenuare aplicate de statele membre ale UE. O altd sarcind a acestui articol este de a oferi recomanddri
suplimentare in ceea ce priveste mdsurile si eforturile de atenuare, care trebuie sd fie luate in
considerare de cdtre statele membre.

Cuvinte-cheie: riscuri, spdlare a banilor, servicii financiare, amenintdri si vulnerabilitdti de
spdlare a banilor, cunoasterea clientului, beneficiarul final.

OmmbieaHue deHez u UHAHCUPOBAHUE MEPPOPU3MA — MO CEPbe3Hble U BO3HUKAWUEe HA
MeNCAYHAPOOHOM YpOoBHe npob/emMbl, KOmopble Heob6X00UMO Bbls8/159Mb U peuwdmb HA YpPOBHE
Esponeiickozo Cot3sa. [locaedHue meppopucmuyeckue akmbsl U nepuoduyeckue 6aHKo8cKUe CKaHAa 1bl
noduepkusarom Heo6x00uUMocmb 0ONOJAHUMENbHO20 BHUMAHUSI 8 IMOM KOHKPEMHOM HANpas/ieHuu.
UYmo kacaemcsi 8HympeHHezo pbiHka EC, puHaHcoeble nomoku si8AsMcsl UHMe2pupo8aHHbIMU U
MPAHCZPAHUYHbIMU NO c8oell npupode, Makum 06pasoM, PUHAHCOBble NOMOKU MO2ym 6bicmpo
YupKy/uposams u3 00HOU cmpaHbl 8 dpyaylo, npedocmas/sisi 803MOICHOCMb NPecmynHukam u
meppopucmam hepegodums deHbau Yepe3 20cydapcmao-yaeH, usbezas 06HapyiHceHus 8aacmamu. Ima
KOHKpemHasl cumyayusi nopoxcodaem Heo6Xo0uMocmyb 8bis18/1€HUS U NOHUMAHUSI KOHKPEMHbIX PUCKO8
04/®T, cozdasaembvix ycayeamu u npodykmamu, hpednazaemMbiMu 8 PAMKAX 3IKOHOMUYECKOU U
duHaHcosoll skocucmemwvl EC. [l obecneueHusi 3ghhekmusHo20 MeXAHU3MA Bbisi8/AeHUS] PUCKO8
0/ /®T, cesi3anHbIX ¢ npodyKmamu u ycay2amu, npedocmasisieMblMu Ha meppumopuu Eeponelickozo
Cor3za, 4AMLD npedycmampusaem o6s13ameabcmeo Komuccuu EC pa3 8 dea 200a 8bin01HAMb OYEHKY
HAOHAYUOHA/NbHO20 PUCKA OMMbIBAHUS OeHez U (GUHAHCUPOBAHUSI MEpPpopu3Ma CO2AACHO
ycmaHos/ieHHbIM kpumepusim. C 2017 2o0a 6bL1u npogedeHbl d8e HAOHAYUOHA/AbHbIE OYEHKU PUCKOS, U
OKOHYAMe/IbHble pe3y/Abmambsl  UCNO/Ab3yIOMcsl  20cydapcmeamu-yaeHamu 0451 MOHUMOpPUHaa
280110YUU pucko8 Ha yposHe C0H3a U 8bINOAHEHUS] HE06X00UMbIX peKoMeHdayull 0415 obecheyeHust
Hadsexcaujeli MUHUMU3AYUU y2p03 U Yys38uMocmell HA HAYUOHA/IbHOM yposHe. llesab amoii cmambu -
NpoaHa/Au3uUpo8ams, NOHAMb U CPABHUMb OCHOBHblE pe3y/bmambsl 08yX OYEHOK, a UMEHHO
8blsI8/1EHHbIe PUCKU U UX C8513U C YSI36UMbIMU CEKMOpamu, d MAkice 38040Yul0 Uau nepedauy
onpede/ieHHbIX PUCKO8 8 pe3y/ibmame Mep N0 CMsI2YeHUI0, NPUMEHSIEMbIX 20CyJapcmeamu-yaeHamu
EC. [lpyzasa 3adaua samoii cmambu cocmoum 8 moM, 4mobsbl npedocmasums dono/gHUMEAbHbIE
pekoMeHdayuu 8 OMHOWEHUU CMSA2YAUWUX Mep U YCUAUll, Komopble J0/1HCHbI 6biMb NPUHSMbI 80
B8HUMAHUE 20Cydapcmaamu-41eHaMu.

Kawuesvwle caoea: pucku, ommbigaHue deHees, puHaHco8ble yCay2u, y2po3bl U Ys138UMOCMb K
0MMbl8aHUI0 deHee, Hadlexcawasl nposepka KAUueHmos, KOHeuHbll 6eHeduyuap.

INTRODUCTION

The money laundering is a significant concern and a growing problem for European Union
because of its enormous internal market and numerous services and products, which can be used by
criminals to legalize illicit proceeds obtained from various illegal activities such as corruption, tax
evasion, fraud, smuggling, etc. The European Union is an important trade player with a considerable
share in the worldwide trade, which means that EURO is used by many participants and members of
internal and external commercial and economic exchange, thus the European Union is an important
target for those who want to hide the origin of their dirty money and to use the rights and freedoms
of the EU common market for this purpose. In addition, the money laundering risk is highlighted by
the fact that its Member States are using different legal and financial systems, which can be used by
offenders to launder criminal funds or assets. Thereby, the issue of identifying and assessing money
laundering risks at the EU level was and still is a major concern, in this regard the mechanisms for
fighting with this phenomenon being updated and adapted. It is to mentioned that the first reference
to the question of the weak transaction reporting and the problem of money laundering by drug
traffickers could be traced to European Parliament Resolution of October 1986 [9]. Soon after, during
the meetings of the Ministers, the Council proposed the Member States to consider mutual
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recognition, as well as enhanced cooperation on freezing and confiscation of the drug traffickers’
assets [8]. Next year, the European Community was engaged in the preliminary work on the United
Nations Vienna Convention, which, among other things, covered the criminalisation of money
laundering derived from drug-related offences [4], even if the term of money laundering is not directly
mentioned in the document.

Today, the money laundering risk is seen as a menace for Union’s security, financial integrity
and stability, as well as a tool for encouraging the individual perpetrators, organized crime and
terrorists to transfer their grey assets into the legal economy. In order to facilitate the fight against
money laundering, as well as of terrorism financing and to strengthen the established AML/CFT
ecosystem at the level of European Union and Member States, the European Parliament and Council
approved on 20.05.2018 the Directive No. 2015/849 on the prevention of the use of the financial
system for the purposes of money laundering or terrorist financing. This specific document aims to
enhance the Union’s existent regime and introduces a new instrument tailored for assessing the
money laundering and terrorist financing risk at the level of the European Union. This instrument
known as the supranational risk assessment (SNRA) has the role to identify and evaluate the exposure
of various sectors, products and services to the money laundering and terrorist financing risks and to
propose a list of mitigating measures that can be used to harmonize and synchronize the general effort
of Member States in addressing the above-mentioned risks. It is clear that the problems related with
money laundering can be effectively approached by Member States only through introducing concrete
legal and institutional barriers specifically adapted to each AML/CFT regime in part. However, there
are several common shortcomings identified during the SNRA that can be used by Member States as
a starting point for improving their local AML/CFT system. The purpose of this paper is to analyse the
results of the existent SNRAs and to propose additional recommendations for minimizing the effect
of money laundering phenomena in Member States and as a consequence to strengthen the European
Union AML/CFT regime. The present article can be treated and viewed as a scientific opinion
concerning the findings and outcomes of SNRAs.

LITERATURE REVIEW

The history of important global regulations related to AML can be traced since 1988, together
with the entry into force of the United Nations Convention Against Illicit Traffic in Narcotic Drugs and
Psychotropic Substances [Shehu 2005:222]. Although money laundering was not explicitly
mentioned or defined in the Convention, it was the basis of subsequent regulations to prevent money
laundering [Stessens 2000:133].

In 1989, the anti-money laundering rules were institutionalised by a group of 7 industrialized
countries (G-7) by creating the Financial Action Task Force (FATF), with a specific mission to combat
the money laundering threat. The next year FATF issues the 40 Recommendations as a
comprehensive framework for fulfilling its mandate, and later, in 2001, has issued 9 additional
Recommendations in order to address the growing concern for terrorism [Bergstrom, Helgesson &
Morth 2011:1044].

The FATF members in accordance with the Recommendations had to adopt laws and
regulations by specifying in details how the threat of money laundering in their respective
jurisdictions shall be managed. These Recommendations gave rise to the rules-based approach [Aj,
Broome and Yan 2010:394], in which the regulatory authorities established the principles and
regulations that allow the identification and prevention of actions that involve money laundering.

Every member state was obliged to apply the necessary measures, which were later assessed
during a mutual evaluation process. But this approach has not proven its effectiveness, because of
being too prescriptive it didn’t allow the regulated entities to individualize their own actions
according to the existing threats [Ai, Broome and Yan, 2010:394]. Subsequently, this model was found
to be expensive to implement and easy to manipulate by using in the money laundering process the
amounts even below the regulated threshold in order to avoid sending a suspicious transaction report
[Takats 2011:38]. The risk-based approach was introduced later in 2003 by FATF after reviewing the
40 Recommendations [Koker 2009:336]. The document which summed up the efforts of FATF,
banking and securities sectors, includes the recognition of the existing risk (risks), by performing a
risk assessment and developing the strategies for managing and mitigating the identified risks.
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It follows that AML risk is not clearly defined [Koker 2009:336; Ross, Hannan 2007:110], and
the risk-based approach raised more questions than it answered and revealed intrinsic and very real
difficulties in managing the relationship between risk and AML [Demetis and Angell 2007:424].

While the adoption of risk-based approach could simply reflect the general move to such
broader regulations of financial market, the fact that the risk itself is defined so differently mean that
within the AML activities the obliged entities' inability to apply proper risk measurement techniques
have led to an inability to distinguish what is really criminal and what is not, which leads to the
generation of "a waste of unnecessary information about AML procedures” [Pellegrina and
Masciandaro 2009:3]. Clearly, if obliged entities report everything as suspicious, they don't actually
report anything [Takats 2011:39].

There is a modest number of researches in the field of efficiency of applying the risk-based
model in the area of anti-money laundering, thus there are identified three approaches: the risk-based
model as a phenomenon, game theory and agent theory.

Thus, some researchers examined the problems arising from the risk-based approach [Demetis
and Angell 2007:424], others followed the application of game theory in identifying the risk of money
laundering [Araujo 2010; Arnone, Borlini 2010:68], and a stronger group proposed examining the
problem through agent theory [Masciandaro and Filotto 2001:133; Pellegrina and Masciandaro
2009:931; Takats 2011:39]. The problem that underlies the research is the possibility to apply the
term of risk as a definition, which implies uncertainty about absolutely concrete phenomena, which
can be classified more as crimes due to the certainty arising from the awareness of the final result of
the actions carried out by the offenders in the money laundering process. However, in the AML
literature and regulatory documents, the terms of risk and uncertainty are sometimes used as
interchangeably notions [Guerron-Quintana 2012:10], despite the fact that they are defined
differently, the distinction being in the degree of uncertainty of the consequences of a result
associated with money laundering.

The discussion at the level of theory regarding the risk-based approach of the money-
laundering process has been transposed into law since 2000 (Fig. 1).

1980-1990

2017-today

*Tick-box *Risk eMultidimension eTrans-Border

approach Assesment al Risk Risk

*Rules- eRisk-Based Assesment Assesment
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Figure 1. The evolution of the estimation concept of the money
laundering phenomenon in the European legislation
Source: Elaborated by the authors based on the Harvey, J. (2008). Just How Effective is Money Laundering
Legislation. Security Journal, 21(3), 189-211.

The problem related with the identification of an efficient mechanism for preventing and
combating the money laundering phenomenon has always existed and the basis for finding a solution
was to identify the best selection criteria for assessing the phenomenon. Thereby, during the
evolution of the legislation and practice in the field, the regulation aspect became more robust, by
changing from the rule-based principle to the risk-based approach and finally to the enhanced risk-
based approach. So, at the international level the Financial Action Task Force (FATF)
[https://www.fatf-gafi.org/], which is the standard setter organization for combating money
laundering and the financing of terrorism & proliferation promotes through Recommendation No. 1
[FATF 2012-2019] that:

»Countries should identify, assess, and understand the money laundering and terrorist
financing risks for the country, and should take action, including designating an authority or
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mechanism to coordinate actions to assess risks, and apply resources, aimed at ensuring the risks are
mitigated effectively. Based on that assessment, countries should apply a risk-based approach (RBA)
to ensure that measures to prevent or mitigate money laundering and terrorist financing are
commensurate with the risks identified...”.

The European Union Supranational Risk Assessments (SNRAs) use an established methodology
in order to offer a multilateral analysis of the ML or TF risks associated with the activities and
behavior of criminals and offenders. The main task is not to analyze a specific sector as a whole, but
to highlight the situations when the products and/or services offered by this sector can be misused
for ML or TF scopes. These SNRAs are oriented on vulnerabilities identified at EU level, both in terms
of legal framework and in terms of effective application. It does not prejudge the mitigating measures
that some Member States are applying or may decide to apply in response to their own national
ML/TF risks.

DATA SOURCES AND USED METHODS

We will analyze European legislation to identify how it treats the money laundering and what
forms of risk it assumes would be included in this operation, to demonstrate that in the European
Union the ML and FT approach is risk based, but also extended to identify the types of risk per activity.

In order to achieve the stated purpose, a series of scientific research methods were used, among
which: the dialectical method, the method of analyzing the literature in the researched field, the
comparative method, the induction and the deduction, the scientific abstraction, etc. The use of these
methods allowed for a thorough and detailed analysis of European legislation in order to regulate the
ML and FT, making some conclusions, but also recommendations on the application but also its
improvement. The methodological basis of the article is represented by comparative research in
approaching the analysis of the regulatory components.

TRANS-BORDER RISK APPROACH IN EU LEGISLATION

The 1SNRA [6,2017] and 2SNRA [7, 2019] state that the actions of ML and TF are complex risks
affecting the internal market and relating to trans-border activities are the first two reports performed
by the European Union (EU) Commission at a supranational level. The reports are considering the ML and TF
risks that the EU could meet and recommend an extensive mechanism to minimize them. Both documents
provide the most important risks for the internal market in a large number of sectors and the horizontal
vulnerabilities, which can influence these sectors. In this respect, the reports include the mitigating actions that
should be implemented at EU and national level in order to minimize these risks, as well as several
recommendations for the different institutions implicated in processes of combating ML and TF.

Moreover - the risk-based approach expands with a new concept regarding the coverage area - trans-
border risk (figure 1). To minimize these trans-border processes, the EU anti-money laundering and
combating the financing of terrorism (AML/CFT) structure has introduced unified rules of controls and
reporting obligations by the relevant entities and created a vigorous structure for EU Financial Intelligence
Units (FIUs) to analyze suspicious transactions and collaborate with each other. Although considerable and
durable evolution in this field was obtained, additional improvements and new provisions are necessary in
order to strengthen the framework, which will ensure the activities in preventing and fighting ML and TF.
The broad view and analysis of money laundering and terrorist financing risks is of paramount importance
before any legal proposals or additional regulations will be approved and implemented. In this aspect, the
risk assessment is very decisive for the internal market taking into consideration that in their essence the
financial flows are integrated and trans-border.

On the other hand, at the European Union level, the Article 6 of the 4AMLD [1, 2015] provides specific
requirements for the EU Commission to conduct an assessment of the risks of money laundering and
terrorist financing affecting the internal market and relating to trans-border activities. As a result, the
Commission shall draw up a report identifying, analyzing and evaluating those risks at Union level and shall
update its report every two years, or more frequently if appropriate.

The report referred to in above shall cover at least the following:

a) the areas of the internal market that are at greatest risk;

b) the risks associated with each relevant sector;

) the most widespread means used by criminals to launder illicit proceeds.
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In addition, the Article 7 of the 4AMLD obliges the Member States to take appropriate steps to identify,
assess, understand and mitigate the risks of money laundering and terrorist financing affecting the Member
State, as well as any data protection concerns in that regard.

Also, it shall keep that risk assessment up to date and shall make use of the findings of the report
referred to in Article 6.

After performing their own national risk assessment (NRA), the Member State shall use it to:

a) improve its AML/CFT regime, in particular by identifying any areas where obliged entities are to
apply enhanced measures and, where appropriate, specifying the measures to be taken;

b) identify, where appropriate, sectors or areas of lower or greater risk of money laundering and
terrorist financing;

) assistitin the allocation and prioritization of resources to combat money laundering and terrorist
financing;

d) ensure that appropriate rules are drawn up for each sector or area, in accordance with the risks of
money laundering and terrorist financing;

e) make appropriate information available promptly to obliged entities to facilitate the carrying out
of their own money laundering and terrorist financing risk assessments.

Moreover, the Article 8 of the 4AMLD obliges the Member States to ensure that the obliged entities
take appropriate steps to identify and assess the risks of money laundering and terrorist financing, by taking
into account risk factors including those relating to their customers, countries or geographic areas, products,
services, transactions or delivery channels. Those steps shall be proportionate to the nature and size of the
obliged entities. In other words, the 4AMLD require the obliged entities under the AML/CFT provisions to
assess the money laundering and terrorist financing risk in their own field of activity. As a result, the
4AMLD establishes a three-level system for assessing the risks, threats and vulnerabilities of money
laundering and terrorist financing.

Table 1

The EU three-layer system for assessing
the money laundering and terrorist financing risk

yers of EU ML /TF risk assessment Responsible institution
Layer 1 At the level of the European Union EU Commission
(Supranational)
Layer 2 At the level of each EU Member State The designated authority
(National)
Layer 3 At the level of each obliged entity The obliged entities
(Sectorial)

Source: Adapted by the author based on provisions of Art. 6, 7 and 8 of the 4AMLD.

The SNRAs show that all identified sectors are exposed to some additional vulnerabilities:

- infiltration by criminals - criminals can become owners of an obliged entity or find obliged
entities willing to assist them in their money laundering activities.

- forgery - modern technology is making it easier to forge documents and all sectors are
struggling to put in place robust detection mechanisms;

- insufficient information-sharing between the public and the private sectors -the need for
improved mechanisms for feedback from Financial Intelligence Units to obliged entities remains;

- insufficient resources, risk-awareness and know-how to implement anti-money
laundering/countering the financing of terrorism rules — while some obliged entities invest in sophisticated
compliance tools, many have more limited awareness, tools and capacities in this field; and

- risks related with FinTech - the use of online services is expected to increase further in the
digital economy, boosting demand for online identification. The use and reliability of electronic
identification is crucial in this respect.

CONCLUSIONS

a) The EU internal market is still sensitive to money laundering and terrorist financing risks,

namely because of a wide variety of products and services, different legal and financial systems of

No.1/2020



ECONOMY AND SOCIOLOGY 49

Member States and new technologies, which can ensure a high level of anonymity. These conditions
are creating advantages for perpetrators to launder criminal proceeds.

b) The financial system has a central role in fighting against money laundering. The timely
identification of criminal behaviour and money laundering activities followed by the application of
provisional measures can help to avoid the abuse of financial services and products.

c) Additional measures are necessary to be applied for strengthening the legal AML/CFT
framework of Member States in order to create normative barriers and security layers to be able
identify and reject the attempts of criminals to use the reporting entities for criminal purposes.

d) Supervision authorities and reporting entities are dealing with huge workloads on the part
related with the application of AML/CFT measures, in some particular cases the capacities of
supervision authorities and reporting entities are disproportional with the amounts and volumes of
work that they have to perform.

e) Cash and cash like tools are the main ML/TF risk generating instruments.

f) Together with cash and cash like tools, the internet-based businesses such as online casinos,
crowd funding platforms, e-money and virtual asset online exchangers are posing substantial levels
of ML/TF risks.

RECOMMENDATIONS

a) In the author's opinion, the most strategic solution that can reduce the exposure of the EU
internal market to ML/TF risks is a proper and qualitative transposition of the 4AMLD and 5AMLD
into the local legislation of Member States. It is to be mentioned that a strong AML/CFT legal
framework should cover a three-level regulation system:

- 1stlevel composed of Laws (Acts, Bills) approved by central state bodies such as Parliament,
Government or Head of State, as the case may be, these regulations should include the general
provisions for establishing the AML/CFT regime at a country level.

- 2nd level composed of rules, procedures, instructions, etc. issued by law enforcement
agencies and supervision authorities which regulate their competences related with specific sectors
and/or reporting entities, functions and attributions, rights and obligations according to the limits set
up by the 1 level.

- 3rd]evel composed of internal policies and programs of reporting entities and other third-
party institutions which included specific provisions associated with their own field of activity and
with the business they are carrying out.

b) Member States should ensure that the virtual assets (crypto assets) and natural/legal
persons that are carrying out business activities with virtual assets are duly regulated in accordance
with the 5AMLD. The most problematic part is to identify the authority, which will play the role of the
supervisor, it is necessary to designate the most appropriate institution, so as to, guarantee that it has
enough human, financial and technical resources and institutional capacities to regulate and
supervise the activity of virtual asset businesses. In this regard, the Member States can use not only
the 5AMLD, but also the provisions of FATF Recommendation No. 15 (New technologies) in order to
identify the activities, which can be qualified as virtual asset businesses. It is to be mentioned, that a
very important aspect is to avoid as much as possible the anonymity in transactions with virtual
assets. Thus, the Member States shall make sure that the virtual asset businesses operating on their
territories are applying proper Customer Due Diligence measures.

c) The financial supervision authorities should have sufficient resources to fully carry out their
functions in relation with obliged entities and work amount, which results from their attributions.
The human resources must be adjusted i.e. it is necessary to have a sufficient number of staff in-
charged with AML obligation. In addition, the education and training of staff should be a continuous
priority in order to ensure the highest level of staff qualification. The AML/CFT divisions should be
supplied with special equipment and software which will offer the possibility to detect in due time
the potential illegal activities, as well as to generate certain operational or strategic reports regarding
the trends of using the financial services or products. A very important aspect is the proper
remuneration of AML/CFT personnel, this principle is necessary to be respected in order to avoid the
unhealthy flow of staff and thus to preserve the institutional memory and experience gained during
long periods of time. The supervision authorities should guarantee that they have the possibility to
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freeze or block the suspicious transactions and operations, even if the reporting entity didn’t apply
the provisional measures for some reasons. The supervision authorities should reserve the right to
apply the provisional measures on their own initiative in a rapid and efficient manner, until the
transactions or operations are properly verified.

d) In order to ensure a good application of AML rules it is necessary to pay a special attention
to persons who are qualified as founders or shareholders of reporting entities, as well as to persons
which are holding senior management positions. The supervision authorities should apply enough fit
and proper procedures, especially in relation with big obliged entities. The quality of persons, which
are holding or managing the obliged entity can be essential when it comes to minimizing the ML/TF
risks. In this regard, the supervision and regulation authorities should make sure that the obliged
entity’s structure of ownership and control is transparent and that the persons, which are exercising
the control through different means have impeccable reputation.

e) The personnel of supervision authorities and reporting entities who are exercising functions
in AML/CFT divisions should have legal guaranties and protection measures in order to avoid
inappropriate influences because of the specificity of activity that they are performing, these
measures should be organized in a manner that will minimize any pressing or improper influence
over the employees.

f) Anincreased attention should be paid on the proper and correct application of due diligence
measures in regard not only to new, but also to existing customers. The most common constantly
repeated mistake is the fact that the employees of obliged entities are not collecting enough
information and documents and are ignoring the necessity to verify the obtained data by using other
relevant and trustworthy sources of information, which is paramount for preventing any abuse of
criminals. The training of front office personnel is very important for ensuring that the reporting
entities have sufficient information, so as to, understand the risk profile of customers. The front
officers are those who are interacting directly with clients and they are the first defence line and the
quality of their training and education is directly proportional with the integrity of a reporting entity.

g) From the AML perspective the exchange of information between the relevant institutions
plays a central role for the protection of a certain jurisdiction from undue influence of criminal
elements. The cooperation among authorities at the national level and at the level of Member States
should be organized both vertically and horizontally between FIU, supervision authorities, law
enforcement agencies and obliged entities. The participants of the AML/CFT chain should be
encouraged to exchange information on a regular and spontaneous basis and should contain at least
the typologies and ML trends, the list of proceeds generating criminal offences, the list of jurisdictions,
products, services and customers profiles, which can posse potential ML/TF risks, as well as the black
list of natural and legal persons which should be rejected because of high ML/TF threats. The
exchange of information should be organized, so as to, ensure a high level of confidentiality and
protection of personal data.

h) Itis a good practice to arrange the gradually decrease of cash in the circulation, as well as to
shrink the dissemination and use of high denomination banknotes, which are the favourite of money
launderers and criminal organizations. Cash is the main instrument, which has the highest level of
money laundering and terrorism financing risk because it offers the possibility to guarantee the
anonymity, as well as to avoid to a certain degree the recording and tracing of transactions and
operations, in this regard cash can be freely transported and exchanged. The Member States, which
are traditionally oriented on a cash-based structure of economy are facing higher ML/TF risk. With
little effort, the cash obtained through proceeds generating offences can be easily introduced in the
circulation of the legal economy. On the other hand, the economies which are primarily using other
payment instruments as credit/debit cards or wire transfers have lower ML/TF risks, this fact is
possible due to different levels of security, such as registration of every transaction or operation and
other relevant information, which offers the possibility to identify and prevent in a timely manner the
suspicious and/or criminal activities.
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